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The Army Signal Command

. Establish a Hasty Defense for the Sustaining Base
information system environment
— Establish intrusion detection on Army NIPRNET connections

— Establish intrusion detection on limited set of high profile Army
servers

— Establish a global view of the Army NIPRNET and SIPRNET
connectivity

— Establish a protected Army Domain Name Service (DNS) system
— Implement basic configuration management and control
capabilities

. Prepare plans for a deliberate Defense in Depth starting

FY99
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Organizational Concept of Operat'on
(Unified CINC Perspective)
CINCEUR
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* Packet Filtering
* Some SNMP Trapping
Ether * Basic Anti-Spoofing

Switch

* Public Policy
Enforcement

* Added Layer of Security [ E&g§ In .
* Tighter Anti-Spoofing ‘ Interior Router

* Private Policy Enforcement
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. I0C: 15 July

— Near Real Time view of
CONUS and Europe
NIPRNET

. FOC: 28 October

— Near Real Time view of
NIPRNET worldwide

— Near Real Time view of
SIPRNET worldwide
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........... VERIFICATION

VALIDATION
PROCESS
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DNS Design
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Theater NOC
Server IDS
Monitor

Router

User PC/Modem

Mirror Sites

* Secure Shell
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« IOC: 30 September

— Centralized Access
Control List Management
of security router

« FOC: 27 November Global View

— Router configuration Data
management

— Configuration control of
IDS engines & DNS
Servers

Security
Event Data

— Configuration control
Golden Master
established

— Configuration control
board staffed with
engineering support
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® Policy-driven I
analysis of high volu
® Improved Data Visualization tec
10re intuitive situatio
® Improved sensor technologie
high-speed data flows

g/
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GUI based “Policy Manager” all” w; systems
operators to establish management ‘Policies”
which are translated to “rules” for ececution by
Intelligent Agent objects

Intelligent Agents — S<ftware Objests
driven by rule-base continuously monitor
the CIM and execute domain speciic
controls based =n pre-defined rules

Common Information Management
Environment -~ blect Oriented Framswork
provides a convergence of event infomation
frem a multitude "__ sensors within the enterprise

int" a single event st re (database).
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. Current data visualization technigues are either tabular event
tables or simple graphs depicting topology relationships
between objects

® Some objects are physical devices, others are logical
constructs such as user accounts or databases - relationships
between these objects are not easily discernible with current
display technologies

. NOC Operators are being flooded with hundreds of thousands
of events occurring on thousands of objects

. Current data visualization capabilities will not scale to the
enormous flow of information that needs to be analyzed - More
Intuitive data visualization techniques are going to be essential
to communicate true situational awareness and appropriate
defensive responses
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. Current IDS sensor technologies are not capable of operating

effectively at available wire speeds such as ATM or Gigabit
Ethernet

. As backbone network speeds continue to increase to nearly
back-plane speeds the current IDS technologies threaten to
become unacceptable bottle-necks on the information highway

. New technologies for improving security sensing capabilities
have got to be developed
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